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Comman Wi-Fi Hacking software

protected and never re used. WPAZ is the
acdvanced version of WPA. Since WPA
isa newer technology # is possible that
many routers may ol support il so the
user aeeds bo do a firmrware wpdate.
WA Key can be enabled by going
in the Wireless Setup tab and selecting
WPA Security option. Using a Pass-
phrase which is an alphanumeric key-
word, we an gene rate one or more WPA
key s The passphrase should be greater
than 16 alphanumeric characters and
shoukd only be known bo the administrabon

Wi-Fi Jargon

Plugging the loopholes

The hackers take advantage of the many
loapholes that users tend to overlook
while securing their Wi-Fi networks.
Configuring the security setfings on
yoarr Wi-Fi rowuter is time consurming.

Administrator password

All the routers are shipped with default
factory settings which many users do
not change, while connecting ta the
internet. These default settings are
commonly known, as they are specific
to manufacturers. The frst thing you
should do while setting the router

is change the defaull username and
administrator password, so that it is
only known bo vou.

Enabling WEP or WPA En-
cryption

As discussed above, the need (o
sceramble data while using a wire-
less network is paramount. You
should activate the neces-
sary encryplion key. It is

a home network where there are

limited number af users it is
better b fnd out the MAC
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advizable lo choose WPA ,‘5:1 _ addresses of all the

or WPA2 encry plion - *“ e { machines connecting

rather than WEP if .:;" M ; . boihe network {enter

your router supporls .pd-"" ipeonfigfall in the

it. To configure the 1‘? E «— command prompt to

WPA encryplion you : -gih—,  —— gei the whale list) The

hawve b ender 2 e ‘—_‘ i T i ~  adminisirator should

passphrase. P il O r"‘- then feed these numbers
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Broadcasting S5ID A taby in the Wireless Network

SE1Ds are public names of wireless !
networks. All the client machines
communicate within a network using
similiar S5I0s. Router manufacturers
generally give default 5510s eg. Linksys
router will have a default SS1D "Link-
sys'. A user should change this defauli
5510 Broadeasting 351D is a feature
that iz ideal [or businesses and mobile
hotspots where users move inand out
of networks. For hame broadeasting
5510 may make the system vulnerable
toattack if the roater is not protected by

Access lab. This will ensure that any
system whose MAC address does not
pass the filber, will not be able to access
the network.

Positioning the router

The range of wireless routers may

i exoeed the beundaries of your houss, but
itz stength reduces with distance. It is
deemed best to have the wireless router
imgiche e house rather than on the win-
dow so that there is very little leakage.

2 username and password. Switching off the router
This may seem a very brivial thing ta
MAC address filtering be included in this section. But many

Media Access Contral (M AC) address
is an identification for all the hard-
ware connected to vour metwork. In

users just do not bother lo switch off
the router when its not being wsed fora
lang period of time. E]
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